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Abstract— With the rapid growth of internet all type of services are available online to decrease the user efforts and to make
every task easy. A variety of web applications are available for these activities. Web applications contain confidential data of
organizations and databases or other information sources. It can be attacked by attackers or hackers, if there are any
vulnerabilities present in the web application. So, there is a need to implement security approaches and algorithms to detect the
web vulnerabilities. This paper presents a Hybrid algorithm to detect web application vulnerabilities. The proposed hybrid
algorithm, KMPS is a combination of Sunday search algorithm and KMP string matching algorithm. KMPS consists of shifting
steps and matching steps to detect the attacks and is compared with the existing BM pattern matching algorithm. The results
show that the proposed algorithm performs better than BM pattern matching algorithm in context of searching time, accuracy
and throughput.
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l. INTRODUCTION

With the increasing internet technologies web applications
have become an important and useful aspect of our daily life
activities such as online banking, business, education and
online shopping etc. The progress of web services and web
applications also pose security issues and vulnerabilities. To
identify the growing vulnerabilities there is a need to
recognize the new vulnerabilities, drawbacks of previous
security systems and to present new intelligent security
approaches. OWASP (Open Web Application Security
Project) listed some of the vulnerabilities as more critical like
SQL injection, XSS, CSRF and buffer overflow etc. [1].

Security vulnerabilities are generally the result of
programming code errors. These vulnerabilities can be
defined as the flaws, an attacker can exploit to take
unauthorized access of a system for his/her personal use [2].
SQLi is an injection type wvulnerability in which SQL
commands are inserted into input data to gain the
unauthorized access to web applications DB [1]. In XSS type
of attacks an attacker can insert hidden code scripts into
URLs and web pages, can make changes in HTML code,
cookies and URLs. This exploits the confidentiality of the
web applications [1]. When a doubtful web application
initiates irregular activity by a user’s web browser on a
trusted web application, it is called as cross-site scripting
attack [1]. Buffer overflow is an action in which memory
assigned to a specific web application becomes massive,
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attacker’s activity affects the memory of web application s0
that other users cannot use web application’s services
properly [2]. XML injection, XPath injection, Path traversal
and Denial of service are some other popular web application
vulnerabilities. False positive and false negative are general
problems produced by many detection techniques while
discovering the vulnerabilities in a web application. False
positive is a situation in which the scanner by mistake finds
vulnerabilities in web applications when in reality there is
none and when the scanning tool does not find any
vulnerability and declares the web application as secure even
when there are vulnerabilities present in the web application
called as false negative [2].

In this paper, a Hybrid KMPS algorithm is proposed to detect
web application vulnerabilities. Matching step from KMP
string matching algorithm and shifting steps from Sunday
search algorithm are taken to form this hybridized form
algorithm. This algorithm compliments the BM string
searching algorithm and effectively improves searching time,
accuracy and throughput of detection process.

The paper is structured as follows, Section | describes
introduction, Section Il describes the related work for web
application vulnerability detection, section Il explains the
proposed approach, section IV represents the results &
evaluations and finally section V ends with conclusion and
future work.
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Il. RELATED WORK

Fugiang Yu [3] has proposed an algorithm based Boyer-
Moore algorithm for suspicious URL detection. In his work
URLSs were validated by anti-virus scanners and the accuracy
was more than 90 percent. Mahmoud et al. [4] presented an
analysis of XSS wvulnerability detection. The protection
techniques were presented which described many social
media web applications XSS vulnerabilities and techniques
used to scan and protect the web application from
vulnerabilities. Marashdih & Zaaba [5] have proposed XSS
vulnerability detection and prevention approach for PHP web
applications. They have used idea of GA generators. Gupta
[7] has used word segmentation and BM algorithm for
malicious domain detection in web applications and
described URL components. His approach was 85 percent
more accurate than other anti-virus scanning tools. A hybrid
algorithm based on Cuckoo search and Artificial Bee Colony
algorithm is proposed by Prashanth et al. [8] for vulnerability
scanning and cloud security. Yu, Tao & Lin [9] and Muiruri
et al. [10], have proposed hybrid algorithms to discover the
invasions and vulnerabilities in the web applications. Patel &
Shekokar [11] have proposed a string matching approach by
modifying Aho-Corasick algorithm to protect web
applications from SQL injection vulnerabilities. Qiao &
Zhang [13] have proposed an improved BM string matching
algorithm for invasion discovery systems, 2-dimensional
string matching algorithms was compared by Chang & Wang
[21] which considered KMP and Rabin-Karp algorithms and
proposed a new KMP+Rabin-Karp algorithm. Another
hybrid string matching algorithm of Boyer-Moore and KMP
algorithm have proposed by Xian-feng et al. [22].

I1l. METHODOLOGY

In this proposed algorithm, the existing KMP string matching
and Sunday search algorithms are hybridized to detect the
SQL injection, Cross-site scripting, Cross-site request
forgery and Buffer overflow web application vulnerabilities.
The algorithm uses the shifting logic of Sunday search
algorithm and matching logic of KMP algorithm to detect the
malicious pattern within an URL. BM (Boyer Moore) is also
a string matching algorithm which starts pattern matching
from right to left by applying two heuristics, first is bad
character shift and second is good suffix shift to decide the
accurate shift distance [2,3]. Bad character shift begins the
matching between pattern “P” and text string “X”, when a
mismatch occurs the algorithm will jump to an “M” (pattern
length). After that good suffix shift begins matching from
right to left as well and when there is a match the algorithm
will jump to the forward character in text sting “X” with next
character in pattern “P” [2]. KMPS hybrid algorithm starts
searching for Pa=Pa [1....x] in T=T [1...k] by moving Pa
from left to right along T. Initially for every step, location m
=1 of Pa is aligned with a location n € 1..k-x+1 in T so that
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location x of Pa is aligned with location n’= n +x—m in T.
While KMP match, pa is matched from left to right with T,
until when a match or mismatch is detected at any location of
m € 1...x. KMPS algorithm is based upon 2 factors:

1. When a mismatch of Pa pattern with T text string is
discovered, Sunday shift is applied to define the next location
n’ (index value in text string T) T[n’]=Pa[x]. In case n’ is
discovered KMP matching steps are applied.

2. When match of Pa pattern in text string T is detected,
KMP matching is continued on Pa[1...x].

Inthialize scanming 1 by 1 ‘
x > 1, Sunday Shuft L
4| ifm=1 KMP match
Ereak
‘ elza
4——| HKMP match
EBraalk J
Sunday Shuft
I |
if same char if diff char
Continue Stant
loop searching  |——

Figure 1: Steps of KMPS hybrid algorithm.
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Hybrid algorithm is as following:

Pa= Pattern string to be searched.

T= Text string in which pattern string is to be searched.
m= Index of Pa.

n=Index of T.

x’= Any keyword values of Pa.

n’= gives exact position of Pa keywords in T.

Search all occurrences of p,=p,[1....x] in T=T [1...k]
if m <1 then return

m+=1;n=1;n = x;x +=x-1

while n’= k do

if m= 1then

-When no partial match of p,, apply Sunday shifts,
-Returning next location n’ such that T [n’]= p[X]
SUNDAY SHIFT (n’)

-Rearrange invariants for KMP match of p, [1...x-1]
j=1,n=n-x’

KMP-MATCH(x’; m, n)

else

-Continue KMP match for p,[1...x]
KMP-MATCH(x; m, n)

-Restore invariants for succeeding attempts
(SUNDAY/KMP)

m = £’[m];n’ = n+Xx-m

KMP-MATCH(x; m, n)

while m = x and T[n]= p,[m] do

n < n+l; m< m+l

if m = x then output n - x

SUNDAY-SHIFT (n’)

while T[n’] = pJ[x] do

0’ = n+A[T[n+1]]

if n° = k then return

Figure 2: KMPS hybrid algorithm pseudocode.

IV. RESULTS AND DISCUSSION

The proposed KMPS algorithm is compared with BM
algorithm for vulnerability detection for searching time,
accuracy and throughput. KMPS hybrid algorithm shows
better results than BM string matching algorithm in terms of
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searching time, throughput and accuracy. KMPS is examined
on more than 120 URLs, 30 above URLs for each type of
vulnerability. It takes less searching time than BM algorithm
and its throughput values are also better.

a.) Searching Time: The searching time is the time
required to detect the vulnerability, it is measured in nano-
seconds (ns). The results are collected for more than one
hundred twenty URLs for SQLi, XSS, CSRF and Buffer
overflow. KMPS hybrid algorithm takes less time to detect
the vulnerability when compared to BM algorithm.

Table 1: Searching Time comparison for KMPS and BM
algorithms.

Type BM KMPS
sQLi 264814477.6 127342594
XSS 160115073.5 153023721
CSRF 118802929.7 93943918.8
BufferOverflow 79645243.3 74688529.5
SearchTime(ns)
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£
2 150000000 -
£ uBM
F 100000000 - KPS

50000000 - I L

0 - . . . .

sQli X558 CSRF
Attack Type

BufferOverflow

Figure 3: Vulnerability Searching time taken by BM and
KMPS hybrid algorithms.

b.) Average Throughput: The throughput is defined as
the number of vulnerabilities detected in a unit of time. For
all SQLi, XSS, CSRF and Buffer overflow vulnerabilities,
the average throughput is calculated as:

Avg. Throughput = total number of detected vulnerabilities/
time taken for detection (ns).

Table 2: Throughput comparison for KMPS and BM
algorithms.
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Type BM KMPS
SQLi 11.82879 20.84
XSS 14.89 16.425
CSRF 27.2 30.5
BufferOverflow 29.25 30.5
Throughput
35
30 —
E:s —
L]
w 20 —
-]
a
-5,15 — — HBM
H KMPS
£l
5 _—
0 T ]
5aLi x5S CSRF BufferOverflow
Attack Type

Figure 4: Average Throughput analysis of BM and KMPS
hybrid algorithms.

c) Accuracy: The accuracy is calculated on the basis
of false positives and false negatives rate occurrence.
Accuracy= (No. of false positive or false negative
occurrences/No. of correct occurrences) x100.

Table 3: Accuracy comparison for KMPS and BM

algorithms.
Type BM KMPS
SQLi 70.9 72.8
XSS 83.2 86.1
CSRF 88.5 89.7
BufferOverflow 85.4 87.6
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Figure 5. Accuracy percentage of BM and KMPS hybrid
algorithms.

V. CONCLUSION AND FUTURE SCOPE

In this paper a Hybrid KMPS string matching algorithm is
proposed, which uses both KMP string matching algorithm
and Sunday search algorithm steps to detect the web
application vulnerabilities. These vulnerabilities cannot be
completely removed but at every stage of development
various algorithms and testing methods can be applied to
detect vulnerabilities. After examining the results and a series
of test data, it is concluded that KMPS algorithm has better
accuracy rate, searching time and throughput than the existing
BM algorithm. Further, this algorithm can be used to detect
other vulnerabilities also, in addition to SQLi, XSS, CSRF
and Buffer overflow.
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