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Abstract: Even though they are many non-profit organizations, they are still viewed as for-profit organizations, as they are run
with a corporate structure. Similarly, many charity organizations are being misappropriated without as there is no way for
donors to know how their money is being spent. Due to this, the needy are not receiving the full welfare. With a Charity DApp
on blockchain, charity organizations can collect funds. 1D can be used to register donors as well as organizations. Spending of

funds is made transparent through the power of blockchain.
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l. INTRODUCTION

Block chain is distributed, decentralized public ledger used
to store the transactions that are made on peer to peer
network. A data storage unit with a time stamp is a block is
linked with the previous block in the block chain in
chronological order. Each block consists of block header and
block body. The block header consists of block sequence
number, time stamp, block size and a hash value of the
previous block. Block body consist of transaction counter,
transactions. The storage and transmission of data in the
block chain no longer dependent on central nodes, but the
data is transmitted freely between communication nodes
according to consensus mechanisms. Using asymmetric
encryption technology, the transaction data stored in block
can be tamper proof[1].
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Il. CATEGORIES IN BLOCKCHAIN

For the first categorisation we have:

e In permissionless blockchains, anyone can participate
in the verification process, i.e. no authorisation is
required to participate in the verification process and a
user can contribute his/her computational power,
usually in return for a monetary reward.

e Permissioned blockchains, where verification nodes are
preselected by a central authority or consortium.

For the second categorisation we have:

e In Public blockchains anyone can read and submit
transactions to the blockchain.

e In Private blockchains, permission is restricted to users
within an organisation or group of organisations.

2.1 Permissionless blockchain or public blockchain:

In permissionless blockchain every user is allowed to create
his own address and begin to interact with the network, by
submitting transactions and adding entries to the ledger. Any
node in the network can employ the mining protocols to
verify the transactions by mining operations, in exchange for
mining fees and block rewards. Permissionless blockchain
uses proof of work where mining is done by solving
complex mathematical equations which in return validate the
transactions that to be added to the ledger. Digital currencies
like Ethereum, the blockchain network also support smart
contracts, which are automated transactions that self-execute
when some criteria are met [1].

2.2 Permissioned Blockchain:
Permissioned blockchains are like a closed ecosystem,
where users are not freely able to join the network, see the
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recorded history, or issue transactions of their own.
Permissioned blockchains are preferred by centralized
organizations, which leverage the power of the network for
their own, internal business operations. Permissioned
blockchains have a set of trusted parties to carry out
verification, and additional verifiers can be added with the
agreement of the current members or a central authority.
Permissioned blockchains are intended to compatibility with
existing applications. They can be fully private or
consortium blockchains. Because the actors on the network
are named, the intention is that they are also legally
accountable for their activity. An advantage of a
permissioned blockchain is scalability. In a permissioless
block chain, each node verifies all the transactions and the
data is stored on every computer in the network. It is sure
that once the number of transactions increases substantially,
the users that are able to perform this processing and
verification will decrease, resulting in more centralisation. In
a permissioned blockchain, only a smaller number of
selected participants as miners, and in large institutions, they
will be able to scale their computing power to meet the
increase in the number of transactions. As there will be
preselected participants it will be easy to alter the results and
can reject the transaction easily [2].

I11. SMART CONTRACTS

A smart contract is a type of agreement that uses blockchain
to automatically and securely execute obligations when
certain conditions are met. Like other blockchain-based
technologies, the smart contract is designed to function
unlike a centralised authority. A smart contract is both self-
executing and self-enforcing. Smart contracts operate on
straight forward ‘if this, then that’ Boolean logic. In this
approach, an asset or currency is transferred into a program
and program runs this code to validate automatically to
determine whether the asset should go to one person or back
to the other person or be refunded. Ethereum is a platform
for deployment of internet services, for which the smart
contracts are building blocks [2][3].
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Fig.2 Blockchain-enabled smart contracts[4].
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IV. CONSENSUS MECHANISMS

Different consensus mechanisms are developed for
blockchain like “proof-of-work” or “proof-of-stake”.
Depending on the consensus mechanism, there can be
different notions of when a transaction is taken to be
committed or confirmed and thus immutable.

4.1 Proof of work: Proof of work an expensive problem has
to be solved by a miner which needs large computational
power. A cryptocurrency is given to the first miner who
solves each blocks problem. Network miners compete to be
the first to find a solution for the mathematical problem [5].

4.2 Proof of stake: In proof of stake the creator of a new
block is chosen in a deterministic way, depending on its
wealth defined as stake. The pos system there is no block
reward, the miners take the transaction fees [5].

4.3 Delegated Proof of Stake: In the blockchain with DPoS,
each node can select the witnesses based on its stake. In the
whole network, the top N witnesses that have participated in
the campaign and got the most votes have the accounting
right. The number N of witnesses is defined such that at least
50% of voting stakeholders believe there is sufficient
decentralization. The elected witnesses create new blocks
one by one as assigned and get some rewards. The witnesses
need to ensure adequate online time. If a witness is unable to
create its assigned block, the activity of that block will be
moved to the next block and the stakeholders will vote for a
new witness to replace it.

4.4 Practical Byzantine Fault Tolerance:

In PBFT (Practical Byzantine Fault Tolerance) system [6] the
algorithm complexity was reduced to a polynomial level,
which greatly improved efficiency. There are five stages in
PBFT

1) Request: The client sends a request to the master server
node, the master node gives the request timestamp.

2) Pre-prepare: The master server node records the request
message and gives it an order number. Then the master node
broadcasts a pre-prepared message to the other following
server nodes. The other server nodes initially determine
whether to accept the request or not.

3) Prepare: If a server node chooses to accept the request, it
broadcasts a prepare message to all the other server nodes
and receives the prepare messages from the other nodes.
After having collected 2f+1 messages, if a majority of nodes
choose to accept the request, then it will enter the commit
state.

4) Commit: Each node in a commit state sends a commit
message to all the other nodes in the server. At the same
time, if a server node receives 2f+1 commit messages, it
could believe that most nodes reach a consensus to accept
the request. Then the node executes the instructions in the
request message.
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5) Reply: the server nodes reply to the client. If the client
does not receive a reply because of the network delay, the
request is resent to the server nodes. If the request has been
executed, the server nodes only need to send the reply
message repeatedly[2].

request !pre-prepare; prepare ! commit reply
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Fig. 3 Steps of PBFT[6]
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V. BLOCKCHAIN ARCHITECTURE

5.1 Block

The sequence of blocks together forms a blockchain, which
holds a complete list of transaction records like a
conventional public ledger. A block contains one parent
block, with the block hash contained in the block header.
The first block in the blockchain is called genesis block.

e Block: Single block contains the block header and block
body
Block header contains the following.

e Block version: The block version in a block indicates
which set of block validation rules to follow.

e Merkle tree root hash: the hash value of all the
transactions in the block is called Merkle tree root hash.

e Timestamp: current time in seconds in the universal
time since January 1, 1970.

e nbit: target threshold of a wvalid block hash is
represented in n bits.

e Nonce: Nonce is a 4-byte field, which usually starts
with 0 and increases for every hash calculation.

e Parent block hash: 256-bit hashes value those points to
the previous block.

e Block Body: The block body contains transaction
counter and transactions. Depending on the number of
transactions and size of the transaction the size of the
block is determined. Blockchain uses asymmetric key
cryptography mechanisms to validate the authentication
of transactions. A digital signature based on asymmetric
cryptography is used in an untrustworthy environment

[8].
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Fig Block chain Architecture[4]

5.2 Digital Signature

Each user has a pair of private key and public key.

The private key should be kept in confident which used to
sign the transactions. The digital signed transactions are
broadcasted throughout the whole network. The typical
digital signature is used with two phases: signing phase and
verification phase

5.3 Key Characteristics of Blockchain

Decentralization: Contrast to the centralized mode, the
third party is no longer needed in blockchain. Consensus
algorithms in blockchain are wused to achieve data
consistency in a distributed network.

Persistency: Validity of a transaction is checked quickly
and invalid transactions would not be admitted by honest
miners. It is vain in money either to delete or rollback
transactions once they are included in the blockchain. Blocks
which contains invalid transactions could be discovered
immediately.

Anonymity: Each user can interact with the blockchain with
an address that is generated, which does not reveal the real
identity of the user. The transactions in the blockchain have
account addresses but not individual data by this privacy can
be achieved[8][9].

Auditability: Bitcoin blockchain stores data about user
balances based on the Unspent Transaction Output (UTXO)
model [10]: Any transaction has to refer to some previous
unspent transactions. Once the current transaction is
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recorded into the blockchain, the state of those referred
unspent transactions changes from unspent to spent. So
transactions could be easily verified and tracked[8].

VI. PROPOSED BLOCKCHAIN FUNDING SYSTEM

e The fundinghub contract used to show the projects
created up to present and it's status of the projects
such as the amount of fund raised, active or closed.

e Project contract contains the structure and the
functions to create and give the funding stage of the
project to calculate whether the funds collected to
meet the requirement of the project or not with certain
functions.

e Funding contract makes the fund transfer from the
donor to the project.

e The organization creates the projects by making a call
to fundinghub, it creates a project by a call to the
project contract. After successful creation of the
project, it updates to in projecthub.

e A user can view the projects from fundinghub. On
selecting the project, can contribute to it by fund
transferring. The status of the project fund updates.

e The Dapp follows security and privacy requirements
ie.,

o It provides transparency and security with builds
the trust and encourages to donate with precision.

o Other people cannot obtain personally
identifiable information from data in the
blockchain.
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VII. CONCLUSION

To solve the problem of funding fraud, this study proposed
the blockchain fund transfer, which can store information
about the organizational projects and the funds in blockchain
network The funds spending for a project will be
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transparent. The Blockchain technology can ensure data
integrity, the information of the funds will be stored to verify
authenticity.
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