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Abstract: In recent years Internet of Things (IoTs) concept has expanded in massive impetus due to very good Internet
infrastructure everywhere. 10T has the ability to creating a network of physical things that use embedded technologies in order
to sense, converse, cooperate, and team up with other things. 10T sets up sophisticated connectivity among physical things in
order to make automation in specific areas. Several applications have been developed in all domains, based on IoT concepts, to
collaborate with other physical things in order to achieve atomization in that area. This paper will focus on major applications
of Internet of Things (I0Ts) on various application domains. Internet of Things (10Ts) process is very complex in order to team
up with other physical objects and deals with many challenges. This paper will also discuss with challenges of 10Ts in various
application domains.
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I. INTRODUCTION

Internet of Things (loTs) enables machine to machine
communication by embedding physical objects with
software, electronic circuitry, sensors and several means of
connectivity. Internet of Things acts a system where
different components act together in order to accomplish a
specific goal. Internet of Things (10Ts) system has different
components depicts in following figure.
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(Figure 1. Components of 10T System)
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Internet of Things(loTs) based application is possible when
all above mentioned components such as physical objects,
connectivity, storage are interact with each other and based
on that appropriate analytics and human interaction should
be possible.

Efficient and successful implementation of loT based
physical objects may transform many aspects of human life.
IoT based technology is useful in all domains of
applications. Major 10T based applications domains are
home automations, eHealth, retail, animal farming,
industrial control, logistics, securities, water, environment,
cities etc. We will discuss the applications of all domains at
later stage. To develop loT based applications, basically
three steps are need:

1. Sensors, Electronic Circuitry or other technology
required to connect to the device ranging from any
physical object.

2. Send or receive data from network relating to
characteristics of physical object.

3. Control the situation with controller if it is not
behaving in proper manner.

To start any Internet of Things based application, one should
think about four main phases. First phase is think about the
thing itself. The thing contains all aspects in very small box
such as low power processor, embedded operating systems
and one or more communication protocols to communicate
with external environment. The next phase is software and
technical infrastructure that runs on server or any cloud
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system that receives and managing data coming from the
thing. The next phase is analytics that process data based on
certain prediction based and visualization based tools. Final
phase is human interaction with physical thing. To make any
application effectively, analytics and human interaction
phases should be given more attention.

Internet of Things based applications should follow certain
characteristics.

e Ambient Intelligence: It is a responsive and sensitive
to the presence of people. Ambient Intelligence allows
people to carry out their routine activities through
support of physical devices. IoT applications should
contain more complicated forms of intelligence to
work in real environment.

e Event Driven Architecture: It is a message driven
architecture that reacts based on certain event. This
kind of architectural pattern is useful in
implementation of application which transmits events
among components that are loosely in nature. In loT
applications, generally interaction among components
are loosely and different components are unaware
about other components.

e Scalability: Internet of Things applications requires
scalability in terms of network to handle flow of
various physical devices. Internet protocol version 6
(IPv6) is a vital to handle the network scalability.

e Complex Interactions: Internet of Things based
physical objects require different links and complex
interactions with different actors and should have a
capability to integrate new one.

e Size and Space: Internet objects are trillion in number
and loTs requires precise geographic locations of a
thing so size and space is one of the most important
characteristics of l0Ts.

The section-2 will deal with related work in loT
based applications. The section-3 will narrate different
applications domains of 10Ts with several applications.
The section-4 will derive the challenges of loTs.
Finally paper ends with conclusion.

Il. RELATED WORK

Internet of Things is a global network that consists of
several diversified networks linked with wireless, optical
and electronics based technologies [3] . Internet of Things
concept is very vital for large corporations that have an
ability to transform real word objects into intelligent virtual
objects for the benefit of the masses [11]. From perspectives
of the corporations; consequences of 10Ts is visible in field
of automation, manufacturing, logistics, business process
management, transportations etc.[12]. There are various
research have been done in this area based on different
perspective such as architecture, security aspects and
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applications. Following table describes related work of
Internet of Things based on different perspectives.

(Table 1. Related work of 10Ts based on different
perspectives)

Per Refer
spective ence
Number

Description

Arc Three architectural

hitectural [71 components are described
Elements in this paper such as
Hardware,  Middleware
and Presentation. Authors
discussed RFID, WSN-
hardware, communication
stack and middleware,
data storage and analytics
and addressing schemes
related to different
architectural elements.
[25] This thesis
proposed a mobile wide
area deployable WSN
communication
architecture. It is to be
applied for food-loT and
health-l1oT solutions.
Author proposed a novel
acceleration data
compression algorithm for
WSN  with  improved
performance in
compression ratio,
complexity and
scalability.
[4] In  this  paper
authors favored an
architectural approach that
is based on extension of
EPC global network. EPC
global network is
standardized architecture
that is widely accepted by
many industries.

[1] In  this  paper,
integrated architecture for
interconnecting WSNs
and actuators is presented.
Lightweight protocols
6LOWPN are wused to
achieve this. This
architecture was validated
by the guidelines of the
largest European Project
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(SENSEI) on WSNSs.

[22]

In this paper author
has described the
application and
development  of  the
teaching platform
architecture based on loT.
Architecture of teaching
environment is designed
based on  perception
equipment, access, unit,
access network,
middleware and
application.

[10

In  this  paper
development trend of IPv6
based information security
products was discussed in
detail.

[15]

The paper
described Internet
business environment
architecture  based on
Web. Total four layers
based on different user
perspectives were
indentified.

[14]

In  this  paper
Cognitive architecture
based on 1oTs was
discussed. Cognitive and
cooperative  mechanisms
which were integrated to
promote performance and
achieve intelligence.

Sec
urity [16]
[20]

In theses papers
authors has focused on
approach to

Classifying threats.
They have described most
widely used ontology of
security threats based on
classic CIA and CIA+
models.

[2]
[17]
[18]

Authors described
integrity and hardware
device based security
based on  attestation.
Attestation ensures that
firmware is unmodified
and therefore the device is
accurate.

App
lications

(5]

In  this  paper
several applications, based
on loTs , were described
by authors on various
domains such as
cities,environment,health,
business etc.

[13]

Authors attempted
to categorize the service,
provided by loTs in order
to help in designing
efficient application
development.

[21]

This paper
demonstrated how 10T
transforming  healthcare
industry. It has proposed
few applications of 10T in
rural healthcare and ways
to improve primary health
needs of  developing
countries.

[6]

It dealt with traffic
problem based on
integration of loTs and
agent technology. The
architecture of an
application introduced
RFID, wireless sensor
technology, ad hoc
networking and internet
based information system
in which tagged traffic
objects automatically
represented, tracked and
queried over network.

[19]

Authors have
described some common
threats on loTs. Total
eight kinds of threats are
described by them.

[9]

Authors have
narrated RFID  based
security measures.

App
lications

(8]

In this article
authors  designed loT
based smart crime
detection system. The
system was able to detect
crimes in real time in
South Korea by analyzing
human emotions. Authors
have described emotion

sensing, emotion
recording, crime
detection, crime

visualization and crime
prediction modules.
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[23] Authors have
described security of food
supply chain with help of
loT. Authors  have
presented traceability
model of food supply
chain that consists of
sensing, communication
and application layer.

[24] This paper
presented intelligent car
parking system based on
cloud and 1oT. In this,
authors have provided
many software solutions
in order to get best car
parking experience to
mobile users.

In this paper we have focused more on applications as they
involve both appropriate architecture and security aspects. In
the next section major domains of 10T based applications
will be discussed.

111. MAJOR DOMAINS OF INETERNET OF THINGS
APPLICATIONS

“The fourth industrial revolution” initiated by Germany in
2011 is really become reality due to Internet of Things
(10Ts) based applications. At the core of 10Ts are millions of
devices that transmit data and perform actions based on
Internet connectivity. Every domain has number of
possibilities to implement such kind of loT based
applications. Following table describes the major emerging
domains and their 10T based applications with
characteristics.

(Table 2. Emerging Domains of Internet of Things based

applications)

Better
monitoring
by using
intelligent
Sensors
High amount
of
Information
Technology
amalgamatio
n and broad
application
of
information
based
resources

Emergi loT based Major
ng Domain Applications Characteristics
Smart Smart Roads e Connecting
Cities Smart Parking people  and
Traffic data  based
Congestions on physical
Waste things to

Management improve

Smart Lighting

“livability“o
f
communities
Utilizing

ICT and
Internet  to
address
urban
problems

Smart
Agriculture

Controlling of
climate conditions
Improvement in
yield
Recommendation
S

Reduce water
requirement
Forecasting

Overcome
growing
water
scarcity,
inadequate
availability
of lands,
hard to deal
with  costs
etc.

Data
generated
from  GPS
and sensors
on the field
and farming
equipment
Analytics on
data of soil,
weather,
water, crop
prediction
etc.

Provide new
insights and
recommenda
tions to aid
in better
decision-
making
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Health
care

Patients
observation

Fall Detection of
disable people
Control of
conditions of

Distribute
more
precious
data, reduce
the
requirement

vaccines and for_ direct

medicines in patle_nt_-

freezer physician
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Measurement of
UV Radiation
Smart beds

contact
Health
devices and
Sensors  can
be connected
among each
other and to
a central
gateway
through
various
protocols
Devices are
automaticall
y configured
according to
the treatment
plan and will
be remotely
checked by a
doctor

Weara
ble Devices

Smart Glass
Smart Watch
Activity Tracker
Mail Notification

Helps users
in
multitasking
and improve
ways of life
Wearable
device base
I0T solutions
can be
deployed in
various
segments
Requires
technical
expertise in
design,
firmware
development
programmin
g language
and
ubiquitous
computing

Retail
Industry

Smart shopping
applications
Automate
Restocking
Control supply
chain

Location or
activity based
Payment

Digital Price tags

Increasing
store
efficiency
and
customer
experience
Connects
people,
products
devices and
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service  to
modernize
the flow of
an
information
Speed up
supply chain
and security
Educati Interactive Learning is
on Environment not confined
E-Learning to class
room
Creates
interactive
and
collaborative
Educati Report System Envir
on Collaboration onment for
teaching-
learning
Easier  for
teacher to
manage and
organize
lesson plan
Militar Real time Commander
y Decision Making S benefits
Soldier from sensor
Healthcare and camera
Cost reduction based
through asset information
tracking mounted on
Military Logistics ground and
air vehicles
Generates
and analyze
more
information
Improves
communicati
on and
routing of an
information.
Enviro Control air Uses sensors
nment pollution for
Determine environment
patterns of land protection
conditions Used by
Fire detection in emergency
forest services for
Detection of betterment
Water Quality of an
Determine Soil environment
Condition Spans large
geographic
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area than
other domain
applications
Manuf Automate Industries
acturing Production are more
Process efficient,
Reduction of productive
maintenance cost and smarter
Controlling from Provide
remote broad picture
Analyzing data of of entire
processing manufacturi
ng process
Improve
asset
utilization
and
optimization
Smart Controlling Wi-Fi
Home Energy use becomes
Remote control more
appliances common in
Intrusion home
Detection networking
e Video Monitoring | ® Allows user
to  control
appliances of
home
remotely
e  User can
investigate
the
circumstance
s of various
home
parameters

CHALLENGES IN INTERNET OF THINGS

Internet of things is a relatively new topic in discipline of
computer science. There have been great deal of research in
the field but most of the research concentrates on
applications of IOT and its architecture. In our survey we
would also like to draw attention of fellow researchers in
challenges in rapidly changing and expanding discipline of
IOT. The challenges in this discipline can be divided into
following different categories: 1) Global Challenges 2)
Business Model of IOT and New Currencies 3) Ethics,
Control Society, Surveillance, Consent and Data Driven Life
4) Technological Challenges. Here in this paper we are
concentrating on challenges of technical nature

We have identified four challenges that IOT faces today. 1)
Data Security & Privacy 2) Data Sharing & Inter Operability
3) Hardware & Software Issues.
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1. Data Security and Privacy Issues

Data Security can prove challenging due to number of
reasons in IOT. An IOT network is made by large number
of nodes that can communicate with each other and
exchange data.

The first problem with data security of 10T devices is that
almost all the devices uses wireless medium to communicate
with other devices. This makes them susceptible to
eavesdropping.

A limitation of IOT devices also lies in its size and
processing capacity. Most devices are small. Due to its
limited processing power it is difficult to implement the
standard data security techniques on the device itself. This
renders them open to attack from eavesdropping.

Another issue is since these devices are placed to passively
monitor, it is easy to access them physically. This can result
in data loss if user is able to access and separate the data
storage module from rest of device.

These nodes are also equipped with sensors that can be used
to capture various types of data. These types van vary
greatly based on functionality of an IOT device for example,
a temperature monitoring and controlling system collects
data not only about current temperature but location of user
inside home as well. The system is also able to detect the
outside temperature and set house temperature accordingly.
Similarly, the health monitoring system that monitors
patient’s health parameters in real time also collects data of
patient’s blood pressure, heart rate, body temperature, etc in
real time and stores it. More examples of 10T enabled
systems that can generate large amount of data can be traffic
management system, emergency services management
system, environment monitoring, electrical grid and other
utilities and defense. These systems generate data very fast
and due to their low processing capabilities they cannot use
modern encryption techniques to secure data before sending
it across wireless medium where it can be eavesdrop upon.

10T devices have applications that make it possible for them
to collect and store data that can be considered private in
nature of the users. If this data is accessed by non recipient
or an unauthorized user can cause great damage in more
than one way. As of now there is legal framework exists in
most countries that can clearly define what data is
considered private and collection and use of private data by
companies.

However, as the 10T device penetrates further in society and
their application domain expands it is quite easy to predict
that they will be mining huge amount of data that can be
considered personal. It clearly means that people who want
to control access to their data will become only harder.
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For example if a person enters an area covered with sensor
networks his movements the cameras are going to record
his/her movements regardless of his/her wishes to be
recorded. The only way to avoid this is for the person not to
enter area under surveillance.

2. Data Sharing & Interoperability Issues

Due to interconnected nature of IOT devices they are
dependent on each other for data transmission and reception.
This results in lots of sharing of data as well as devices
using data sensed by others. This data usage by devices
where data is provided by sensors other then devices own is
result of data sharing and interoperability between 10T
devices. There are two main issues in here that needs to be
paid attention.

The data sharing issue between IOT devices is an important
issue. Without a proper data sharing mechanism in place
between devices, it is not possible to make devices
interoperable. In case of many 10T devices data sharing
needs to be done in real time. Data such as weather or health
need to be shared in real time for patient monitoring to be
possible.

In some cases of IOT devices such as traffic monitoring
system, emergency services or electrical grid, there is large
amount of data being generated or exchanged. In this case
IOT devices with limited power and storage capacity cannot
be expected to share all the data that device is sensing for
speed that is higher than speed of sensing data. Also, due to
its limited processing capacity, it may not be able to process
all data.

An example of this can be a health monitoring device that is
attached to patient and is monitoring heart rate, blood
pressure and temperature of patient. Due to smaller size of
this device it may not be able to process or store much of the
data that it is sensing, so this device need to upload its data
every few hours into another device with higher capacity.
Sometimes it can be possible that this device will generate
data at more speed than it can be transmitted thus resulting
in overflowing of data and wastage of information.

Another facet of data sharing challenge is of data ownership.
One type of data is the data sensed by 10T sensor devices.
Another type of data that is generated is a byproduct of data
sensed by 10T device sensors; this data is mined or
generated from sensed data. The challenge here is since the
data is generated by actions of user, does it make user the
owner of data? A counter argument to this can that since
these actions were sensed by an 10T device which recorded
data, is the device manufacturer the owner of this data or is
it the device owner the owner of data due to transitive
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relationship of device owning data and the owner owning
device?

Interoperability is another challenge that is facing expansion
of IOT enabled technology. Interoperability is result of
absence of standards in this discipline. There are many
device manufactures and each has their own standards, in
this case devices of one manufacturer cannot interoperate
with devices of the other. This will result in customer having
to choose device based on manufacturer and not on its own
features. Also this will decrease the competition in market
thus limiting customer’s freedom of choice.

Some of above mentioned challenges of load balancing
during data processing may be solved by load forecasting
algorithms [26]. Another challenge of detecting malicious
attack may be addressed by an automated forensic
investigation system [27].

3. Hardware & Software Issues

Hardware & software related issues in 10T can be divided
into two sub issues: i) Issues related to standardization ii)
Issues related to failures

A number of objects with embedded systems that can
communicate with each other make a network of objects
which is referred as IOT. However these objects are often
small and hence lack power, processing speed and memory
of computers. Now these objects with embedded systems
needs to be integrated with Internet, that means these
devices need to follow protocols and standards set by the
Internet. As it happens, these standards were designed
without considering possibility of these kinds of devices
getting integrated with Internet one day. These devices
mostly consume low power; have limited processing power
and memory capacity. These devices also come with option
to disable them in order to reduce power consumption.

Also the network that is created by these devices is defined
by different set of parameters then wired computer or
wireless networks. Some of these parameters are traffic,
packet loss, message size and fast changes in topology.

As 10T devices penetrate deeper in our lives, we tend to get
increasingly dependent on them for some life critical
functions. Some of the applications of 10T devices are home
appliances, healthcare, traffic management. These
applications are critical ones such that proper function of
these applications can make different of life and death for
human. For example home appliance devices that manage
temperature can malfunction and sudden increase or
decrease can affect life of an infant in few hours of time.
Similarly, devices that remind patients about their medicine
dosages can malfunction due to software/hardware failure.
This can result in patient taking high dose or low dose of
medicine that can develop into health hazard and result in
death of patient. It is also possible that an 10T managing
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traffic does not identify an ambulance or fire department
vehicles in emergency situations due to various failures that
can result in causality of people and damage of property.

IV. CONCLUSIONS

Internet of Things based applications has grown up in every
domain due to Internet based infrastructure [28] [29].
However they need certain characteristics such as
intelligence, architecture, scalability, complexity in
interaction, space and size to get matured. The paper has
described all important characteristics for mature loT based
applications. Basically there are three main perspectives on
which loT based research has done so far such as
architectural  elements, security and applications.
Applications require both architectural elements and security
so this paper has focused on applications and identified
major domain areas of loT based applications with
characteristics. 10T based applications have many challenges
associated with them. Issues like data security and breach of
privacy are at the core of challenges faced today by 10T
research community. A way need to be found that can make
secure communication possible between different 10T
nodes. A data encryption technique that is light on resources
needs to be researched. 10T devices while monitoring can
come across a lot of data that can be considered personal in
nature hence, laws need to be in place to usability, retrieval
and storage aspects of data. An 10T device loses lots of its
functionality if its ability to share its collected data is lost.
Many IOT devices use data not gathered by them but sensed
by some other device and transferred to this device. This is
possible only if the two devices are interoperable. Data
ownership issues can be sorted out by enacting laws that
recognize different owners of data. The device
standardization issues are important as it directly affects
functionality of devices. The standard for communications
were defined before introduction of 10T enabled devices
and so it is not possible for IOT devices to adopt these old
rules considering their limitations in power, processing
capacity and memory capacity. Software and Hardware is
not a complete science and this failure can result in very
serious, life threatening or death like situations.
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