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Abstract— Internet of Things (IOT) is an emanate trend, that exploits the vast number of inter-connected daily used smart-
devices to provide numerous services. These devices may vary in size, computational power, capacity and their usability.
Tremendous amount of data is transmitted and collected by these devices, there is a high risk of data theft, object manipulation,
identity and network manipulation. Moreover, misuse of 10T devices can also lead to possibility of cyber-attack and to
organize crime. While a tremendous rise has been seen in the usage of such devices, security vulnerabilities also rise
accordingly. Therefore, it is necessary to identify the security issues and address them accordingly. In this paper we discuss
the loT reference model, some of its applications, security challenges, and their countermeasures. The primary goal of this

research is to address security issues in 0T and discuss the countermeasures.
Keywords—IOT security, vulnerabilities, Data Encryption, DoS (Denial of Service), IDSs (Intrusion Detection Services).

l. INTRODUCTION

Today, we are living in a world of millions of smart devices
with sensing, processing and actuating abilities and are
capable of being connect to the Internet [1]. In the last
decade, there is a tremendous growth in smart devices.
Humans are facilitated with numerous services provided by
these internet connected devices but on the other side
society become susceptible to the vulnerabilities of the loT
environment [2]. The reasons for such security threats
includes; lack of standards in the design of such devices and
the exposure of 10T devices via heterogeneous technologies.
Unfortunately enough research is not yet done to recognize
the security needs. Hence the security and privacy issues in
loT are need to be addressed in depth that helps in the
development of smart and secured 10T devices and enables
superfluity of services for humans, ranging from energy
management to smart vehicles [3].

0T security is the area that attracts the attention of many
academic and industrial researchers in recent times. Many
organizations throughout the world are working in the
security enhancement of 10T devices to primarily provide us
the better services. In order to meet this requirement,
researchers are putting efforts to discover potential threats
and provide solutions against them. In this survey we
summarize these threats and their solutions.

The main objective of this paper is to provide reader enough
information regarding security threats in lIoT and a way to
deal with these security threats. The remaining paper is
organized as follows. Section | contains the introduction of
Internet of Things and security issues in them. In section I,
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we describe a system model for 10T. In section IlI, we
discuss various 10T applications. Then in section 1V, we
address security threats in loT. Discussion regarding their
countermeasures is done in Section V. Finally, in section VI,
we provide a conclusion and scope for future work.

Il. 10T SYSTEM MODEL

Though there are several 10T system models, we discuss
here a seven-level system model which was proposed by
CISCO in 2014. Figure 1 shows this model [4]. The brief
description of each level of this model is as under:

Level 1 Things: This level consists of smart devices, sensors,
RFID readers, controllers etc. Data integrity and
confidentiality needs attention from this level onwards.

Level 2-Connectivity/Edge computing: This level consists of
all the components responsible for communication between
devices. It also includes the edge computing, in which the
data processing is done at device level to reduce the
computational load at higher levels.

Level 3-Global Infrastructure: Data collected by the loT
devices need to be stored somewhere, as the devices are of
limited processing capabilities and have a little storage
capacity. This level consists of cloud infrastructure that is
responsible for storage of data.

Level 4-Data Ingestion: Most of the applications need the
historic data rather than the recently processed one. This
may initiate the requirement of converting the data in
motion to data at rest. This level consists of all the
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functionalities that deals with the conversion of network
packet data to database table data.

Level 5- Data Analysis: To make the data simpler and
efficient for further processing, this level provides various
means; ranging from normalization to indexing and data
consolidation.

Level 6-Application: In this level the software cooperates
with data ingestion and data analysis levels to provide
information interpretation.

Level 7-People & Process: In this level, the end users
exploit the analytical data through applications.

Layer 7 - Transformational decision

People & Process making based on “Thing" Apps & Data

Applications (l;:{aer 6 — Custom Apps built using “Thing’

0 Layer 5 — Reporting, Mining, Machine
Data Analysis Le;fmng it Ui "

Layer 4 - Big Data, Harvest & storage of
“Thing" data

Data Ingestion

Layer 3 - Cloud infrastructure (public,

Global Infrastructure private, hybrid, managed)

Layer 2 -~ Communications, Protocols,
Connectivity/Edge Computing Networks, M2M, Wifi, Telecom, HW Kits

Layer 1 - Devices, sensors, controllers,
etc.

Things
‘Figurel.  IoT System model
1. 10T APPLICATIONS

From its inception, the growth of 10T devices is exponential.
According to a survey done by HP, connected devices in
year 1990 were 0.3 million which grows to 9.0 billion in
2013 and expected to be 1.0 trillion by 2020 (shown in table
1). The reason for increasing demand of 10T devices is due
to its immense applicability in real life [5]. We cannot limit
the list of 10T applications as it is too long. Some of its
applications, the major ones, are listed below:

Smart home: Smart homes has gained a vast popularity in
recent times. The idea behind this concept is to save time,
money and energy, and makes you feel better. With the help
of loT devices, one could think of switching on an AC
before entering in house or unlocking the door for someone
to temporary access even in your absence or switch off the
home appliances remotely and so on [6].

Wearables: In order to cope with the fast moving life,
everybody wants to keep themselves fit and updated. There
are devices equipped with sensors and softwares that collect
data and information about the user, which later on can be
used to extract essential insight about the user. These
devices mainly covers health, fitness and entertainment
requirements.
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Connected cars: A connected cars can be seen as a vehicle
that is equipped with several sensors to optimize its
operations, maintenance and comfort of passengers.
Major brands like Tesla, BMW, Apple, Google are working
on bringing the next revolution in automobiles.
Healthcare sector: The concept behind connected healthcare
system and smart medical devices bears enormous potential
not just for companies, but also for the well-being of people
in general. In coming years loT will going to play an
important role in healthcare [7]. Smart wearable devices will
collect the data to monitor the health of the user and provide
tailored strategies to counter illness.
Smart retail: 10T has an immense potential in the retail
sector. Retailers can use smart devices to make the
customer’s in-store experience better. One little example is
to track consumers path using loT devices. This trajectory
later on can be utilized to deploy hoardings of their major
products in high traffic areas.

Table 1. 10T device growth table

Year Number of connected devices
1990 0.3 million
1999 90.0 million
2010 5.0 billion
2013 9.0 billion
2025 1.0 trillion
V. Security threats in 10T and countermeasures

Security in loT devices is often put on negligence and
cheaper devices are made available in market in a short
time. The devices that allow some protection usually employ
at software or firmware level leaving the hardware
vulnerable to attacks [8]. In this section we discuss about

security goals, possible 10T attacks and their
countermeasures.
A Security Goals

Security can be achieved by exploiting three major areas
which are: data Confidentiality, Integrity and Availability
(CIA Security model shown in figure 2)

Data Confidentiality is the potential to provide the user an
enough confidence about the secrecy of sensitive
information by using different mechanisms to prevent its
disclosure to an unauthorized user.

Data Integrity refers to the protection of user information
against the malicious users who try to alter the data during
its transit.

Data Availability ensures instantaneous availability of
information to the authorized users even in the disastrous
conditions. Best example of a vulnerability to availability is
a DoS attack. Commonly used mechanism to protect
availability includes: firewall, intrusion detection system
and many more.
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Figure 2. CIA Security model
B. loT Attacks and countermeasures

In this section, we discuss attacks in first two levels of
reference model and possible solutions to them.

1) loT Attacks

Hardware Trojan: It is the malicious modification in the
hardware of an loT device with an intention to have an
access on data or software running on it [9].

Denial of Sevice (DoS) attack: Three possible types of DoS
attacks are battery draining sleep deprivation and outage
attack [10].

i) Battery draining: Generally loT devices have limited
battery. In this kind of attack a malicious user tries to engage
an edge node in unnecessary computing, which leads the
device running out of battery.

ii) Sleep deprivation: In this type of attack, an attacker tries
to send undesired messages to the device that seems to be
authorized. This attack was first described by Stajano [11].
iii) Outage attack: When a node stops its normal operation
then node outage occurs. This may happen due to some error
in manufacturing process, battery draining, sleep deprivation
and code injection. One of the best example of this attack is
the injection of Stuxnet [12] into Iran’s nuclear plant’s
control chip and prevent it to detect abnormal behavior.
Physical tampering: The 10T devices are prone to physical
attack due to their high availability and ease of access. The
attacker can make changes to the circuit of the device with
some predefined motive; may be to steal some cryptographic
information for malicious use [13],[14].

Data Pollution Attack: As machine learning algorithms are
used to train the data set at edge computing level, attacker
can compromise the enough number of loT devices as
legitimate data source and mislead the learning algorithm to
derive the conclusion as per attacker’s expectations [15].
This kind of attack has been seen on social networking sites.
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SQL injection: This attack is done by injecting malicious
actor in the SQL query to process the unsecured part of the
SQL database [16]. The main intention of the attacker is to
escalate permissions and grant the unauthorized access to
the system.

Data Transit Attack: This attack compromises the data
confidentiality and integrity during the data transit period in
network [17].

Routing Attack: the simplest of this attack is alter attack in
which an attacker alters the routing table of nodes with the
main intention to prevent the packet to reach the destination.
Other types of routing attack includes Syhil[18], Grey Hole
[19], Black Hole [20], Hello Flood[21] and Worm Hole
[22].

2) Countermeasures

Trojan detection: To detect the Trojan attack, side-channel
signals, including power [23],[24],[25], timing [26],[27] and
spatial temperature [23],[28] can be used. Power and delay
characteristics of wire or circuit are commonly affected by
the hardware Trojan, which can be detected by comparing
physical characteristics and heat distribution in the IC
circuit.

Intrusion detection systems (DSs): In this system several
policies are defined to measure the level of security in the
IoT devices and continuous observation is made to keep
track the violation of them. It is a promising approach to
defend against battery-draining and sleep deprivation
attacks. Several researches have been made to enhance the
capabilities of IDSs [29]-[32].

Temper proofing: In this mechanism an extra hardware
circuitry is augmented with the device to give protection
against physical tempering. Some self-destruction
mechanisms can also be used to give protection against
temper attack [33].

Outlier detection: The basic principle behind the defense
against the data pollution attack on learning environment is
to reduce the effect of adding invalid data points in the
result. These invalid data points are outliers in the training
set. Rubinstein et al. [34] proposed a defense framework
against this attack.

SQL injection protection: The best way to give protection
against this attack is to validate all the data provided by the
client before actually using it with a specific APIs. [11].
6LOWPAN: Most of the 10T devices are usually small in size
and IP protocol cannot be used. Thus, 6LoWPAN protocol
is used to connect the resource constrained 10T device to the
outside world [12]. It also provide enough end-to-end
security to defend against the attack on confidentiality and
integrity of data.
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Reliable routing: The major complication in implementation
of the routing protocol is the access of messages by
intermediate nodes. One way to handle this situation is to
restrict intruders to alter the data packets by enforcing strong
cryptographic schemes [35][36][37].

V. CONCLUSION AND FUTURE SCOPE

Security challenges emerge gradually along with the rapid
development of 10T technology. In this paper we attempt to
summarize some attacks possible on the first two levels of
the 10T system model. The main motive of the paper is to
give reader an opportunity to explore different attacks on
loT devices and their countermeasures. For future work
some rigorous mechanisms need to be developed to deal
with these issues effectively.
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