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Abstract— To ensure secure communication on the network, the principles of confidentiality, integrity and accessibility
must be carried out in unity. To prevent external attacks on the network, many threats are eliminated by using firewalls
between the external network and the internal network. However, different security scenarios need to be implemented against
threats that may come from within the local area networks. For this reason, the factors that may cause security vulnerabilities
in the internal network should be checked and the security should be considered. One of the most important problems
encountered here is the unnecessary network traffic that occurs in internal networks, slowing the system and making it
inoperable. In this article, using the GNS3 (Graphical Network Simulator) network simulation program, MAC (Media
Access Control) flood, DHCP (Dynamic Host Configuration Protocol) starvation and spoofing and Arp (Address Resolution
Protocol) poisoning attacks are detected and a working example has been carried out to prevent it.
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l. INTRODUCTION

To find out which categories of cyber-attacks are classified,
it is necessary to find out which of the three main features of
the information security are threatened. These are
confidentiality, integrity, availability.

Confidentiality attacks are the attacks that users follow to
learn the transactions they perform [1-2]. Integrity attacks are
attacks that aim to change rather than obtain information.
Confidentiality and integrity attacks can use the same method
to enter the network, but their behavior on the network is
different. The targets of all attack types are to leave the
system out of service, or to change or retrieve the data in the
system [1,3]. Availability attacks are services that enable
services to become out-of-service or become vulnerable to
damage from their connected systems, and to break off
communication with the network [4].

Because of the attack on the secure network connections at
the MITM attack, it was given to the rogue machine and it
was redirected to the correct address by the applied algorithm
[5]. The result of ARP poisoning in the LAN environment,
the problem of MITM was eliminated by Nayak and
Samaddar [6].
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Ansari and Waheed presented a novel flooding attack
detection and prevention method in 2017. In this method,
cross layer MAC interface was added into the routing table.
When an attack occurs on a node, it is marked as flooding
node and is painted as blacklist [7].

Dynamic Host Configuration Protocol (DHCP) starvation
attack was blocked by DHCP Server as described on the
study of Tripathi and Hubballi in 2015 [8].

Aggarwal proposed a solution method to solve ARP
Poisoning problems based on ARP central server (ACS) [9].
Also, Kumar and Tapaswi presented a feasible solution to the
ARP cache poisoning by using ACS. They verified and
corrects the poisoned ARP cache in the network [10].
Khurana and Kaur performed a MITM attack and proposed
security approach to avoid ARP poisoning in 2015 [11].

In this paper, the most common LAN attacks are carried out
and prevention scenario results evaluated. The rest of the
paper is arranged as follows. LAN Attack types are presented
in section 2. The experimental results of these attack types
are analyzed in section 3. In the last section, the results of the
article are included.
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Il. METHODOLOGY

This section presents LAN attacks which are MAC flood,
DHCP spoofing and ARP poisoning implemented in the

paper.
A. Mac Flood Attacks

Nowadays, malicious people are changing their MAC
addresses or IP (Internet Protocol) addresses to hide
themselves. The ports of the attacked switch keep many
MAC address information in the CAM (Content Addressable
Memory) table. In the MAC flood attack, the CAM table is
filled with fake MAC addresses and the switch works like a
hub. In Figure 1 shows learning MAC address process of
Switch 1,2 and 3.
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Figure 1: MAC flood attack process

B. DHCP Attacks

In the DHCP starvation attack, huge number of DHCP
requests are broadcasted with the fake source MAC
addresses generated by the attacker. The DHCP Server on the
network responds to all these fake DHCP request messages
and the IP Addresses in the server pool run out in a very
short time. When the IP addresses on the server are
exhausted, a fake server is installed by network attackers.
Once the dummy server is set up, it can distribute IP
addresses and TCP / IP configuration settings to DHCP
clients on the network. This replaces the default gateway IP
address with its own IP address. Then, traffic data are sent by
network clients to the attacker's computer. Thus, important
data is obtained by the attacker and the man in the middle
attack (MITM) is performed. This is called the DHCP
spoofing attack. An attacker can also set up a fake DNS
server, leading to phishing attacks by redirecting client traffic
to fake websites [5-6,12-13].

Figure 2 illustrates the response of fake DHCP response to
the victim computer A by the rogue computer A.
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Figure 2: DHCP attack process

C. Arp Poisoning Attacks

A type of LAN attack is performed by placing fake ARP
request and reply packets on the target computer's ARP
cache by replacing MAC addresses on the network by an
attacker. In this attack, the MAC address is changed by the
attacker. Thus, the target computer is sent to the attacker's
computer instead of sending the data to the original
destination. As a result, both the user's data and the privacy
are compromised. An effective ARP poisoning attempt
cannot be detected for the user. Figure 3 illustrates the ARP
poisoning attack to the victim computer A by the rogue
computer A.
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Figure 3: ARP poisoning attack process

I1l. EXPERIMENTAL STUDY

In the experimental studies, Mac Flood, DHCP Starvation
and Spoofing and Arp Poisoning attack are implemented by
GNS3 network simulation program. The GNS3 is an open
source simulation program used in cyber security and
networking applications. A real network with GNS3 can be
run on the Cisco operating system 10S [14]. The GNS3
network design allows you to design and test without the use
of physical network devices. Network design and desired
measurements can be made with minimum cost with GNS3.
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In the study, a sample network scenario for cyber-attacks
were implemented by integrating VMware and Kali Linux
with GNS3. In the study, MAC flooding, DHCP starvation
and ARP spoofing attacks were applied at the network and
the results were analyzed.

A.  Mac Flood Attacks Implementing

The network topology designed to detect the MAC flood
attack is presented in Figure 4.

10.0.0.1

10.0.0.7/24

Client1

10.0.0.3/24 ‘

Figure 4. Network topology

Network traffic before the MAC flood attack is performed is
shown in Figure 4 by using the Wireshark program. As
shown in Figure 5, there don’t send any packets to the rogue
computer.
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Figure 5. Network traffic before the attack

1, 5eqe10/2566, ttl=255 (request in 12)

The MAC addresses of the computers are registered in the
ports of the switch before the attack. It is concluded that there
are registered MAC addresses and communication is unicast.
The screenshots before and after the attack are shown in
Figures 6 and 7 respectively.

DYNAMIC

DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
Total Mac Addresses for this criterion:

Figure 6: MAC table of the switch before the attack
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1 fag3.1f0c.d7¢6a DYNAMIC Gi0/3
1 fho2.££4d4.7877 DYNAMIC Gid/3
1 fb2c. €bb5c.4547 DYNAMIC Gi0/3
1 fdfe.2€58.1aa8 DYNAMIC Gi0/3
1 febb.ab31.£f84b DYNAMIC Gi0/3
1 fee7.38€6.6921 DYNAMIC Gi0/3

Total Mac Addresses for this criterion: 292
Figure 7: MAC table of the switch after the attack

As seen in Figure 6, CAM table of a switch is flooded after
the attack. Client2 host added to the network topology for

testing MAC flood attacks as shown in Figure 8.
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Figure 8: Network topology after adding client2

The ping packet is sent from the Client2 computer on the
network topology in Figure 1 to the Clientl computer. The
Figure 9 shows that the Kali machine has received this sent
package. Although the sent ICMP package has nothing to do
with it, it has been determined that it has received this
package and it is not possible to make single point
communication. Thus, it has been seen that the switch starts
to work like a hub.
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To prevent unauthorized or malicious users from being
included in the network, traffic is not increased unnecessarily,
and MAC is not changed continuously, MAC flood is
prevented by ensuring the security of the ports to which the
computers are connected. To include only certain machines
on the network in the network, the MAC address must be
registered to the corresponding port. Sticky command or static
MAC address is entered to perform the registration. This
allows recording of the number of MAC addresses to the
corresponding port. Protect, Restrict and Shutdown



International Journal of Computer Sciences and Engineering

commands are used in cases of attack. The usage of these
commands is shown in Figure 10.

Figure 10: Port security command

B. DHCP Attacks Implementing

A lab environment was prepared by using the GNS3
simulator program for attacks on the DHCP service. In figure
11, R1 is authorized DHCP server. In the case study, cyber-
attack was started on the Kali Linux machine. The fact that
the port security feature was active could not prevent the
attack. The purpose of the attack is to ensure that the
authorized DHCP server is out of service. The ability to
remain out of service depends on the completion of the IP

pool of the authorized DHCP server.
R1

Fake DHCP Server Client2
L —— L
el
10.0.0.6/24 10.0.0.1/24
Client1
leo
10.0.0.3/24

Figure 11: Network topology for fake DHCP server

After successfully completing this attack, a rogue can set up
a fake DHCP server so that clients can make the gateway
information for the IP address of this Fake DHCP server and
make the man in the middle attack on a larger scale. Figure
12 shows the statistical data of the DHCP Packages before
the DHCP starvation attack was performed.
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Rl#show 1p dhcp server statistic
Memory usage 435824
Address pools 1
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Figure 12: DHCP server statistic before the attack

The statistics of the DHCP server because of the attack by a
rogue DHCP server are shown in Figure 13.

Rl#show 1p dhcp server statistic

Memory usage 29201244
Bddress pocls 1
Database agents 0
Autcomatic bindings 34409
Manual bindings a
Expired bindings u
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Message Recelved
BOOTREQUEST a
DHCPFDISCOVER 3451
DHCPREQUEST 10
DHCPDECTINE a
DHCPRELEASE 0
DHCPINFCORM J
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BOOTREPLY a
DHCPOFFER 3449
DHCPACK 8
DHCFNAEK a
R1l#

Figure 13: DHCP server statistic after the attack

It is seen that the shutdown of the attacked port is prevented
from making the DHCP starvation attack from the same port
again. Since the DHCP server does not have an IP in the IP
pool, it is seen that the client2, which is going to be
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connected in Figure 11, cannot receive service from this
network. The DHCP snooping limit rate second command is
used for other ports where the authorized DHCP server is not
connected. Thus, Client2 can get an IP from DHCP but it
does not block the attack.

C. Arp poisoning

When Arp attack is performed, all movements of the victim
computer can be monitored by the rogue computer. The ARP
table of the victim computer before the Arp poisoning attack
is shown in Figure 14. In Figure 15, the ARP table after the
rogue attack is performed is shown.

C:\Users\IEUser>arp -a

Interface: 18.9.8.2 --- &x5
Internet Address Physical Address Type
19.8.90.1 ca-91-66-b7-00-08 dynamic
19.0.0.3 80-0c-29-58-8b-9¢c dynamic
19.9.0.4 06-508-79-66-68-00 dynamic
1@,255,255.255 ff-ff-ff-ff-ff-ff static
224.6.9.22 91-08-52-00-00-16 static
224.6.0,251 91-00-5e-00-96-fb static
224.6.6.252 a1-060-5e-00-06-fc static
255,255, 255, 255 ff-ff-ff-ff-ff-ff static

Figure 14: ARP table before the ARP poisoning

C:\Users\IEUser>arp -a

Interface: 19.8.0.2 --- x5
Internet Address Physical Address Type
18.8.0.1 00-ac-29-58-8b-9c dynamic
18.6.0.3 66-6c-25-58-8b-9¢ dynamic
10.0.9.4 00-58-7%-66-68-00 dynamic
1@,255, 255,255 ff-ff-ff-ff-ff-ff static
224.9.9.22 01-06-5e-00-06-16 static
224.0.0.251 01-66-52-60-00-fb static
224.0.9.252 91-96-52-00-00-fc static
255,255,255, 255 ff-ff-ff-ff-ff-ff static

Figure 15: ARP table after the ARP poisoning

To avoid this situation, the DHCP snooping feature must be
turned on. Thus, it is possible to know which IP is used on
the port. Providing a gateway security by using ARP
inspection

IV. CONCLUSION AND FUTURE SCOPE

In the article, methods used in LAN network are performed.
Port security, DHCP security, and ARP control methods
have been tested to prevent local network traffic from being
disabled. It has been observed that these methods respond to
the need and the method of port security does not respond to
DHCP attacks on its own. It is concluded that the port
security feature for DHCP starvation attack does not prevent
the attack from being performed. Using the port security, the
port where the attack occurred was closed so that no DHCP
starvation attack could be made from the same port.
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Therefore, all the protection methods must be applied from
Layer-2 attacks.

It is seen that the differences in the communication status of
two different networks established for the MAC flood attack
are since the MAC address information continues to be kept
in the CAM table if there is data flow in the corresponding
port.

Because of the security vulnerabilities experienced in the
local area networks, the bandwidth of these networks expires
due to heavy traffic and this negatively affects the processor
performance of the network devices. Therefore, it has been
determined that the nerve lines that provide the flow of local
network traffic are disabled.

In future studies, network applications need to be secured
with an information security program as the applications
used on the network to bring too much load to the network
because of the lack of awareness of the end users and the
design of the network design is complex.
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